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Fig. 1: Example of a Massive MIMO system. (a) Illustration of the uplink and downlink in line-of-sight propagation, where
each BS is equipped with M antennas and serves K terminals. The TDD transmission frame consists of τ = BcTc symbols.
By capitalizing on channel reciprocity, there is payload data transmission in both the uplink and downlink, but only pilot
transmission in the uplink. (b) Photo of the antenna array of the LuMaMi testbed at Lund University in Sweden [2]. The array
consists of 160 dual-polarized patch antennas. It is designed for a carrier frequency of 3.7 GHz and the element-spacing is 4
cm (half a wavelength).

gain. Alternative choices are zero-forcing (ZF) combining,
which suppresses inter-cell interference at the cost of reducing
the array gain to M − K + 1, and minimum mean squared
error (MMSE) combining that balances between amplifying
signals and suppressing interference.

The receive combining creates one effective scalar channel
per terminal where the intended signal is amplified and/or
the interference is suppressed. Any judicious receive com-
bining will improve by adding more BS antennas, since
there are more channel observations to utilize. The remaining
interference is typically treated as extra additive noise, thus
conventional single-user detection algorithms can be applied.
Another benefit from the combining is that small-scale fading
averages out over the array, in the sense that its variance
decreases with M . This is known as channel hardening and
is a consequence of the law of large numbers.

Since the uplink and downlink channels are reciprocal in
TDD systems, there is a strong connection between receive
combining in the uplink and the transmit precoding in the
downlink [4]—this is known as uplink-downlink duality. Lin-
ear precoding based on MR, ZF, or MMSE principles can
be applied to focus each signal at its desired terminal (and
possibly mitigate interference towards other terminals).

Many convenient closed-form expressions for the achievable
uplink or downlink spectral efficiency (per cell) can be found

in the literature; see [4]–[6] and references therein. We provide
an example for i.i.d. Rayleigh fading channels with MR pro-
cessing, just to show how beautifully simple these expressions
are:

K ·
(
1− K

τ

)
· log2

(
1 +

cCSI ·M · SNRu/d

K · SNRu/d + 1

)
[bit/s/Hz/cell].

(1)

where K is the number of terminals, (1 − K
τ ) is the loss

from pilot signaling, and SNRu/d equals the uplink signal-to-
noise ratio (SNR), SNRu, when Eq. (1) is used to compute
the uplink performance. Similarly, we let SNRu/d be the
downlink SNR, SNRd, when Eq. (1) is used to measure the
downlink performance. In both cases, cCSI = (1 + 1

K·SNRu
)−1

is the quality of the estimated CSI, proportional to the mean-
squared power of the MMSE channel estimate (where cCSI = 1
represents perfect CSI). Notice how the numerator inside the
logarithm increases proportionally to M due to the array gain
and that the denominator represents the interference plus noise.

While canonical Massive MIMO systems operate with
single-antenna terminals, the technology also handles N -
antenna terminals. In this case, K denotes the number of
simultaneous data streams and (1) describes the spectral effi-
ciency per stream. These streams can be divided over anything
from K/N to K terminals, but we focus on N = 1 in this

Courtesy: Bjornson, Larsson, Marzetta, 2016.
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receiver and an eavesdropper are near-orthogonal [8]),
they are still vulnerable to an active attacker that con-
taminates the uplink pilot transmissions. Specifically,
by using the PC attack, an attacker captures the downlink
information signals with a much higher signal power.
Here, we study a scenario where the attacker minimizes
the maximum of the achievable individual secrecy rates at
various users. The asymptotic behavior of the information
leakage rate at the attacker is derived for a large number
of antennas at the BS. Because the attacker simultane-
ously receives all information signals intended to various
users, i.e., through a multiple-access channel, interference
among these signals at the attacker leads to a non-convex
problem. By deriving an upper-bound on the maximum
interference power, we obtain a tractable problem that can
be efficiently solved by our proposed iterative approach.
Our analysis provides an upper-bound on the achievable
individual secrecy rates in a given massive MIMO system
under the PC attack. Moreover, by introducing chance
constraints, we extend our analysis to the case when
priori knowledge of user locations is not available to
the attacker. Utilizing a similar bounding approach as in
the previous case, we convert the non-convex problem
to a tractable one under these constraints and solve it
numerically. Our formulation for secrecy performance
analysis in this paper can be applied to various other
scenarios.

The rest of the paper is organized as follows. Section II
describes the system model. In Section III, we compute the
downlink transmission rates in the presence/absence of a
PC attack. Our PC attack under a fixed and optimal BS
transmission power is studied in Section IV. in Section V,
we analyze the individual secrecy rates of users under this
attack model. We provide numerical results in Section VI, and
conclude the paper in Section VII.

Throughout the paper, we adopt the following notation. E[·]
indicates the expectation of a random variable. Row vectors
and matrices are denoted by bold lower-case and upper-case
letters, respectively. (·)∗ and (·)T represent the complex con-
jugate transpose and transpose of a vector/matrix, respectively.
Frobenius norm and the absolute value of a real or complex
number are denoted by ‖ · ‖ and | · |, respectively. A ∈ CM×N

means that A is an M × N complex matrix, and IM is
an M × M identity matrix. CN (μ, σ 2) denotes a complex
circularly symmetric Gaussian random variable of mean μ
and variance σ 2. [x]+ is defined as max(x, 0). For simplicity,
log2(·) is referred to as log(·).

II. PRELIMINARIES AND PROBLEM STATEMENT

A. Link Model

Consider a massive MIMO system in which the BS (Alice)
uses M antenna elements to transmit independent data streams
to K single-antenna users (Bobs), where M � K . Because
of the large M , the channel coherence time is too short to
estimate the CSI for all M downlink channels at each user [3].
Therefore, TDD is used instead of FDD, in which the downlink
and uplink channels are estimated separately (please refer

 (a) FDD massive MIMO requires M orthogonal pilots, (b) TDD 
massive MIMO requires K orthogonal pilots.

to Fig. 1). In TDD, Alice estimates the CSI for uplink channels 
after receiving pilot sequences transmitted by various Bobs. If 
these pilot symbols are not perfectly orthogonal to each other, 
their mutual interference causes erroneous channel estimates 
at Alice. Assuming channel reciprocity, uplink CSI estimates 
are used in setting the precoding matrices for downlink data 
transmissions. There is no standardized way to ensure pilot 
orthogonality in massive MIMO systems. However, Marzetta 
[4] suggested assigning an orthogonal time-frequency pilot 
sequence to each Bob. Orthogonal space-time block codes can 
be also utilized, as in 802.11ac systems, to increase the number 
of orthogonal pilot sequences. In the following, the index
k is used to refer to the kth Bob, k ∈ {1, · · ·  , K } � K. 
Let pk ∈ C1×L be the transmitted pilot sequence by Bobk 
(kth Bob), where L is the number of symbols in the pilot 
sequence. As these pilot sequences are orthogonal to each
other, pk pl

∗ = 0 ∀ k and l ∈ K, k 	= l. We normalize the 
transmission powers of pilots such that pk pk

∗ = L ∀k ∈ K. Pk 
is the pilot transmission power at Bobk . The received signal 
at Alice during the pilot transmission phase is given by:

YA =
K∑

i=1

√
PkhT

k pk +W (1)

where hT
k ∈ CM×1 is the uplink channel vector from Bobk

to Alice. The mth entry of this vector is given by h(m)k =√
θkg(m)k , where θk and g(m)k ∼ CN (0, 1) are the path-loss

component (large-scale fading) and small-scale effects of the
channel (Rayleigh fading), respectively. Note that θk is roughly
the same for all antennas m, so hk can be written as hk =√
θkgk , where gk is a vector of all g(m)k , m = 1, · · · ,M . W

is the additive white Gaussian noise (AWGN) matrix, whose
entries are zero-mean, unit-variance normal random variables.

Without loss of generality, consider an arbitrary Bobi , i ∈
K. Let ĥi be Alice’s estimate of the true hi . Under a priori
knowledge of pi , Alice post-multiplies the received signal by
p∗i and divides it by

√
Pi and L to obtain:

ĥT
i =

YAp∗i√
Pi L
=

K∑

k=1

√
PkhT

k pkp∗i√
Pi L

+ Wp∗i√
Pi L

= hT
i + w̃T

i (2)

where w̃T
i � Wp∗i√

Pi L
∼ CN (0, 1

Pi L IM ).

Courtesy: Akgun,Krunz, Koyluoglu, 2019.

4 / 33



Outline Origin of the Problem Effect on massive MIMO Attack Detection Attack Mitigation Multiuser MaMIMO Systems Summary

3-Node System
Alice: base station
Bob: legitimate user
Eve: eavesdropper
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Fig. 1. The communication system model used in this paper. Alice is
equipped with multiple antennas, Bob and Eve are single-antenna users.

to confound Alice.1 Next we will briefly review the pilot
spoofing attack and analyze the damage caused by this attack
to the legitimate communication system.

The received uplink signal at Alice is denoted as

y(n) = (
√

PBhB +
√

PE hE )x p(n)+ u(n), (1)

where n = 1, . . . , N1 and N1 is the number of pilot samples
at Alice, and PB and PE are the powers utilized to send
the pilot signal by Bob and Eve, respectively. We denote the
legitimate channel and illegitimate channel as hB ∈ CM×1 and
hE ∈ CM×1, respectively. In particular,

hB =
√
βB h̃B , (2)

hE =
√
βE h̃E , (3)

where βB and βE represent the large-scale fading
(e.g., path loss) coefficients for the legitimate channel and ille-
gitimate channel, respectively; h̃B ∈ CM×1 and h̃E ∈ CM×1

then denote the small-scale fading (e.g., multiple path effect)
vectors for these two channels, respectively, where each
element in h̃B, h̃E is independent and identically distributed
(i.i.d) CSCG random variable with zero mean and unit
variance, i.e., h̃B ∼ CN (0, IM×M ), h̃E ∼ CN (0, IM×M ).
We assume that the elements in noise vector u(n) are i.i.d
CSCG random variable with zero mean and variance σ 2,
i.e., u(n) ∼ CN (0, σ 2IM×M ). We also assume the channels
remain stationary in every time slot and independent of each
other for different time slots.

The channel estimate ĥB based on the least square (LS)
method [20] of y(n) is

ĥB =
√

PBhB +
√

PE hE + ẽ, (4)

where ẽ is the estimation error, i.e., ẽ ∼ CN (0, σ 2

N1
IM×M ).

Note that the major interference is the spoofing pilot signal
from Eve rather than the channel estimation error caused by
noise. Thereafter, in the downlink data transmission phase,
Alice utilizes the MRT scheme and the beamformer w
becomes

w = ĥB

‖ĥB‖
, (5)

1The synchronization of transmission from Bob and Eve is assumed, which
is related to the transmission frequency, their distances to Alice and etc. The
detailed processes on how the synchronization is achieved are beyond the
scope of this work.

Fig. 2. The illustration of RB , RE changing vs the power of Eve PE with
M = 4, 16, 64 and PA = PB = 10 dB.

and the received signals at Bob and Eve are

yb(n) =
√

PAhH
B wxd(n)+ vb(n), (6)

ye(n) =
√

PAhH
E wxd(n)+ ve(n), (7)

where n = 1, . . . , N2 and N2 is the number of received signal
samples at Bob/Eve. Alice sends the data signal xd(n) by
power PA. Without loss of generality, we could let PA = PB .
vb(n) and ve(n) are the white Gaussian noises at Bob and Eve,
respectively, i.e., vb(n) ∼ CN (0, σ 2) and ve(n) ∼ CN (0, σ 2).
Then the average signal-to-noise-ratios (SNRs) at Bob and
Eve are given by

SNRB = PA

σ 2 |hH
B w|2, (8)

SNRE = PA

σ 2 |hH
E w|2, (9)

respectively. If there is no pilot spoofing attack, the
beamformer w would be basically in the same direction
of hB and generate the largest SNR at Bob (based on the
MRT property). Thus, with the interference (contamination)
caused by hE , the SNR at Bob becomes smaller unless if the
hE is also in the same direction of hB :

|hH
B w|2 ≤ ‖hB‖2. (10)

The equality in (10) is achieved when hE = αhB , (α ≥ 0).
However, given that hE and hB are independent of each
other, the probability of equality is rather low.

Furthermore, in Fig. 2, the simulation results show that by
spending more power in the pilot signal, Eve could gain much
more information rate from its channel while the legitimate
receiver has less information rate, where the achievable infor-
mation rate is proportional to the SNR, e.g., RB ∝ SINRB and
RE ∝ SINRE . Note that when PB = PE , e.g., at 10 dB, the
ergodic information rate RB = RE as Bob and Eve contribute
equally to the channel estimate. When PE becomes larger,
RE will exceed RB .

In order to illustrate the detriment more clearly, we consider
two special cases in the following: A) Alice is equipped with a
very large number of antennas (a.k.a Massive MIMO); B) Eve
utilizes very large power to send the pilot signal.

Courtesy: Xiaong, Liang, Li, Gong 2015.

Uplink: Bob transmits training st(n) with power PB . Alice receives

y(n) =
√

PB hBst(n) + v(n), t = 1, 2, · · · ,T ,

estimates the channel as ĥB , beamforms w = ĥ∗B/‖ĥB‖, and transmits
data sAB(n) to Bob in downlink as

√
PAwsAB(n).

Downlink: Bob (Eve) receives

yB(n) =
√

PA h>B wsAB(n) + vB(n), yE (n) =
√

PA h>E wsAB(n) + vE (n) .
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MIMO channels are discussed in [7]. A game-
theoretic approach is taken in [8] to deal with a
combination of passive and active attacks. How-
ever, none of the aforementioned papers explic-
itly dealt with MaMIMO systems, and the
inefficiency of passive eavesdropping in MaMI-
MO was not observed.

Although MaMIMO has received huge atten-
tion, the existing literature on the combination
of PLS and MaMIMO is scarce. This article will
survey the opportunities that MaMIMO may
bring for making PLS a reality, as well as dis-
cussing problems that must be tackled in the
future. The article begins with a discussion of
the benefits that MaMIMO brings to PLS in the
presence of a passive ED. We then highlight that
active attacks are more likely to occur for MaMI-
MO. Three detection methods to deal with active
attacks are then briefly reviewed. We then out-
line important open problems to address. The
article is concluded by a discussion of a few
promising directions of future research. We
believe that there are many interesting aspects of
PLS integration in MaMIMO to be researched
and hope that this survey will attract the atten-
tion of the research community to this exciting
and open field.

PASSIVE AND
ACTIVE EAVESDROPPING ATTACKS

For conceptual simplicity, we consider a single
cell with an M-antenna BS, one single-antenna
LU, and one single-antenna ED. The uplink
channels from the LU and the ED to the BS are
denoted as gLU and gED, respectively. We assume
a TDD system where channel reciprocity holds,
and the corresponding downlink channels are
gT

LU and gT
ED, where (·)T denotes a transpose

operation. Standard TDD MaMIMO involves
two phases: the LU transmits a training symbol
to the BS in the uplink; and relying on channel
reciprocity, the BS performs channel estimation
and beamforms the signal to the LU in the
downlink using the uplink channel estimation ĝU
with proper scaling.

The ED aims to overhear the communication

from the BS to the LU while at the same time
being undetected. To this end, the ED can
launch either a passive attack or an active attack,
which will be reviewed below.

PASSIVE EAVESDROPPING ATTACK
Let us now discuss the passive attack within a
MaMIMO context as shown in Fig. 1. The key
observation here is that the presence of a passive
ED is not at all affecting the beamforming at the
BS and has a negligible effect on the secrecy
capacity. Intuitively, this is because MaMIMO
has the capability to focus the transmission ener-
gy in the direction of the LU. This implies that
the received signal strength at the ED is much
less than that at the LU. In Fig. 1, the resulting
ergodic capacities CLU and CED are shown as
functions of the number of BS antennas M with
perfect channel estimation. It is assumed that
gLU and gED are independent and identically dis-
tributed (i.i.d) complex Gaussian vectors with
equal mean powers, and the BS transmit power
is normalized to 0 dB.

As can be seen from Fig. 1, the ED’s capacity
remains the same as M increases; this is so since
the BS does not beamform in the ED’s direc-
tion. However, the capacity to the LU is greatly
increased for large values of M. In other words,
the secrecy capacity is about half of the LU
capacity with conventional MIMO (M ª 2 – 8),
while it constitutes more than 85 percent of CLU
already at M = 100. From this simple example,
we can see that MaMIMO has excellent poten-
tial for the integration of PLS.

AN ACTIVE ATTACK ON CHANNEL ESTIMATION
The resilience of MaMIMO against the passive
attack is based on the assumption that the uplink
channel estimation ĝLU is independent of the
ED’s channel gED. This motivates the ED to
design active attacks on the channel estimation
process to influence the BS’s beamforming
design. Next we describe such an attack based
on the pilot contamination scheme in [9].

As illustrated in Fig. 2, during the uplink
channel estimation, the LU transmits a pilot
symbol to the BS. At the same time, the ED
launches the attack by sending another pilot

Left: A single-antenna passive ED in a single cell containing a single-antenna LU; Right: Example of secrecy capacity
(length of the vertical line). The ED’s capacity CED becomes independent of M. The secrecy capacity increases with M.
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Courtesy: Kapetanovic, Zheng & Rusek, 2015.

The SNRs at Bob and Eve are SNRB = PA|h>B w |2/σ2
B ,

SNRE = PA|h>E w |2/σ2
E .

The achievable rates at Bob and Eve are RB = log2 (1 + SNRB) and
RE = log2 (1 + SNRE ) and the secrecy rate at Bob is

RB,sec = max (RB − RE , 0) .
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Active Eavesdropping
Eve attacks the training phase.

Uplink: Bob & Eve transmit training st(n) with power PB and PE . Alice
receives

y(n) =
(√

PB hB +
√

PE hE

)
st(n) + v(n), t = 1, 2, · · · ,T ,

estimates the channel as ĥB , beamforms w = ĥ∗B/‖ĥB‖, and transmits
data sAB(n) to Bob in downlink as

√
PAwsAB(n).

Downlink: Bob (Eve) receives

yB(n) =
√

PA h>B wsAB(n) + vB(n), yE (n) =
√

PA h>E wsAB(n) + vE (n) .

But now E{ĥB} =
√

PB hB +
√

PE hE . The beamformer leaks
information to Eve!
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symbol. In the worst case the ED is synchronized
with the legitimate transmission, and this is pos-
sible by overhearing the signaling exchange
between the BS and the LU.

The consequence of this attack, if left unde-
tected, is that the promising PLS benefits of
MaMIMO are lost. The difference from the pas-
sive attack is that the channel estimate ĝLU
becomes correlated with the ED’s channel gED,
and consequently the equivalent channel for the
ED also improves as M increases. Even worse, if
the ED uses higher training power, it dominates
the training phase and the secrecy capacity may
become zero.

For the same settings as in Fig. 1, we plot the
ergodic channel capacities and the ergodic secre-
cy capacity in Fig. 2. The signal sent by the ED
is 10 dB weaker than the training signal sent by
the LU. As can be seen, both the ED’s and the
LU’s channel capacities increase with M; however,
the secrecy capacity remains constant for M > 50.

Although the situation is similar to the well-
known pilot contamination problem in multi-cell
systems [10], a notable difference is that the ED
is out of control and therefore existing schemes
for reducing pilot contamination in MaMIMO
cannot be applied. In the remainder of this arti-
cle we survey recent progress to detect the active
attack and discuss possible future directions of
research.

DETECTION SCHEMES
As described previously, detection of an active
ED is crucial for secure MaMIMO communica-
tion. Now we will present arguments that show
how peculiar and different ED detection is in
MaMIMO systems.

Consider a detection scheme applied by the
BS during uplink packet transmission that is
based on successful packet reception. In sys-
tems such as LTE and WLAN, the uplink pack-
et contains channel estimation pilots. If the ED
attacks these pilots, one could argue that this
would result in decoding errors and thus packet
loss (due to a bad channel estimate). Indeed,
this is what happens in conventional MIMO
systems with few antennas (depending on the

robustness of the used modulation and coding
scheme, of course). Therefore, the BS would
suspect the presence of strong interference,
either coming from an ED or another user, and
could take actions based on this. However, in
MaMIMO the erroneous channel estimate does
not typically result in a decoding error, assum-
ing that ED’s channel is uncorrelated with LU’s
channel. Hence, in contrast to a conventional
MIMO system, a successful packet reception
does not imply the absence of an ED in a
MaMIMO system. As we have argued, if this
erroneous channel estimate is left undetected
and arises from an active ED, it can have a
detrimental effect on the secrecy capacity if
used in the subsequent downlink phase. Hence,
the importance of effective detection schemes
during channel estimation.

An appealing and conceptually simple detec-
tion strategy that can be used during channel
estimation, which we will also argue against, is to
let the BS first estimate the mean power or large
scale fading b of the estimated uplink channel
vector ĝLU, that is, b = E[|| ĝLU||2]. The value b
changes slowly over time/frequency so that a
good estimation of it is feasible. The instanta-
neous received energy of a pilot observation at
the BS converges to bP + N0 as M grows large,
where P is the power of the pilot symbol and N0
is the noise density at the BS. Thus, if b and N0
are known, the BS can compare the instanta-
neous received energy with bP + N0. In the
absence of an active ED the two quantities are
close to each other, while an active ED is detect-
ed if the instantaneous received energy is much
larger than bP + N0.

Unfortunately, there is a simple countermea-
sure that the ED can take. Since the value of b
changes slowly, the ED can adapt its transmit
power in order to sabotage the estimation of b
at the BS. The ED starts transmitting at low
power, and increases the power over several
coherence intervals of b . The ED is thereby
emulating the natural change of the channel
propagation environment, and the BS cannot
distinguish the increased received power from a
natural channel quality improvement. The lesson
learned from this example is that detection

Left: Active attack on the channel estimation; Right: The resulting channel capacities and the secrecy capacity. The ED’s
training power is 10 dB weaker than the LU’s.
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Courtesy: Kapetanovic, Zheng & Rusek, 2015.

In massive MIMO (TDD), shared pilots from neighboring cells cause the
pilot contamination problem. Zhou et al (X. Zhou, B. Maham & A.
Hjorungnes, “Pilot contamination for active eavesdropping,” IEEE Trans.
Wireless Commun., March 2012.) were first to suggest that pilot
contamination attack can be used by an active eavesdropper to direct
Alice’s information intended for Bob, to Eve.
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B. Attack Model

Before describing our attack model, we provide background
information on how synchronization between Alice and Bobs
is achieved. Massive MIMO technology is expected to be
deployed in 5G New Radio (NR) and LTE Advanced Pro
(LTE-A) systems [2], [18]. The initial access and signaling
procedures of both systems are very similar to each other. To
add a new user to the network, both systems define two types
of synchronization signals: primary synchronization signal
(PSS) and secondary synchronization signal (SSS) [19], [20].
These signals are periodically broadcasted by the BS. A new
user that wants to establish a connection with the BS tries
to detect these signals, and uses the information embedded
in them to synchronize itself with the BS (both in time and
frequency). (There are various recently proposed methods that
improve time and frequency synchronization of users with BSs
[21], [22].) After the user and BS exchange control messages,
the user joins the network. As stated before, TDD is envisioned
to be employed in massive MIMO systems, where channel
estimation is performed through uplink pilot transmissions.
These pilots are called Sound Reference Signal (SRS), and
their configuration is provided to the user after connection
establishment via the Radio Resource Control (RRC) mes-
sages. SRSs are based on Zadoff-Chu sequences (whose cyclic
shifts are orthogonal to each other), and generally, they are
publicly known. A BS can schedule SRS transmissions from
multiple users to the same physical radio resource.

Considering the initial access and pilot transmission mecha-
nism in 5G NR and LTE-A, an attacker can contaminate uplink
pilot transmissions by imposing its own signal. In particular,
because of the periodic transmission of SRSs (pilots) and lim-
ited number of orthogonal sequences, the attacker can easily
eavesdrop on the channel and learn various pilot assignments
to various Bobs as well as their transmission time slots.
Furthermore, an attacker may be an insider device, meaning
that she can establish a legitimate connection with the BS
and acquire the information of SRS transmission resources
(as these resource are shared with multiple users). In another
instance, this insider can convey the pilot transmission time
and duration to an external colluding adversary, which can
then contaminate the pilot transmissions. Let xJ ∈ C1×L be
the signal generated by the attacker, which will be explained
shortly. After the attack, the received signal at Alice is
modified as follows:

YA =
K∑

k=1

√
PkhT

k pk + hT
J xJ +W (3)

where hT
J ∈ CM×1 is the channel vector from the attacker to

Alice. In the literature, xJ is often designed such that only
a single arbitrarily selected user is targeted by the attacker
[5], [14]. More specifically, xJ is often set to

√
PJ pk , where

PJ is the average jamming power. In contrast, in our model
(refer to Fig. 2), we set xJ to:

xJ =
√

PJ

K∑

k=1

√
αkpk (4)

Pilot contamination attack model in a multi-user massive MIMO system.

where αk is the ratio between the power that the attacker
allocates to contaminating pilot pk and the average jamming
power. Note that 

∑
k
K 

1 αk ≤ 1. Let Rk be the downlink trans-
mission rate at Bobk

=
. The attacker’s goal can be formulated

as follows:

minimize
{αk ∀k∈K}

∑

k∈K
Rk (5)

s.t . ρ ≥ αk ≥ 0 ∀k ∈ K,
K∑

k=1

αk ≤ 1

where ρ is a given upper bound on the per-pilot jam-
ming power. In the literature, it is noted that as the PC
power increases, the attack detection probability at Alice
also increases [6], [7]. As mentioned before, previous works
studied only single-user scenarios, whereas here we consider
a multiuser massive MIMO system. While it is not straightfor-
ward to apply previously proposed attack detection schemes to
a multiuser setting, the attack detection probability certainly
increases with the PC power in this case as well. Therefore,
the attacker can try to hide herself from Alice (up to a
predefined detection probability) by limiting her PC power.
To account for this phenomenon, we introduce ρ.

III. DOWNLINK TRANSMISSION RATES

In this section, we analyze the downlink sum-rate for the
underlying massive MIMO system with/without the aforemen-
tioned PC attack.

A. Absence of PC Attack

For conventional MIMO systems, MRT gives rise to inter-
user interference. However, as M tends to infinity, the channels
between the BS and individual users become orthogonal to
each other, and inter-user interference vanishes. In this case,
MRT is the optimal precoder. For this reason, massive MIMO
systems often apply MRT precoder at the BS [1]–[3], [23].
Let sk be the downlink data transmission intended to Bobk

∀k ∈ K, and let vT
k ∈ CM×1 be its normalized precoder, with

vkv∗k = 1. The received signal at Bobk is given by:

yk =∑K
i=1

√
P(d)i hkvT

i si +w(d)k (6)

where P(d)k and w(d)k are, respectively, the allocated power to
sk at Alice and the AWGN with zero-mean and unit-variance at

Courtesy: Akgun,Krunz, Koyluoglu, 2019.

Several studies on quantifying the effects of PC attacks on
“practical” systems.
Example: B. Akgun, M. Krunz, O.O. Koyluoglu, “Vulnerabilities of
massive MIMO Systems to pilot contamination attacks,” IEEE
Trans. Inform. Forensics & Security, May 2019.
They consider a single-cell system, place 10 Bobs and attacker
randomly (uniformly), each Bob has single antenna, Alice has 1000
antennas,
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Fig. 3. (a) Downlink sum-rate vs. M under uniform power allocation at both Alice and the attacker, (b) downlink sum-rate vs. Dmax,J, (c) Jain’s fairness
index vs. Dmax,J, (d) downlink sum-rate vs. number of pilot symbols, (e) maximum of individual secrecy rates vs. Dmax,J, (f) CDF vs. downlink transmission
rate, (g) CDF vs. individual secrecy rate, (h) maximum of individual secrecy rates vs. ε.

CN (0, 1) and A = 3.0682× 10−5. The path-loss is modeled
using the COST-Hata Model with center frequency is 2 GHz
[29]. The average transmit powers at Alice, Bobk , and the
attacker are 46, 20, and 30 dBm, respectively. The durations
of the pilot and data transmission phases are set to be equal [4].
We consider a 20 MHz channel with noise floor of −101 dBm.
Bobs and the attacker are uniformly and randomly distributed
within a circular ring whose center is Alice and whose outer
radius is Dmax and Dmax,J, respectively. We set Dmax to
750 meters and Dmin to 10 meters. Our results are averaged
over 105 different network realizations. As the purpose of this
paper is to show the vulnerabilities of massive MIMO systems
to PC attacks, we omit ρ in the numerical results. Also note
that none of the previous works studied the PC attack detection
for a scenario where the attacker aims at multiple Bobs.

We set the number of users K = 10. In Fig. 3(a),
we consider uniform power allocation for both the information
signals at Alice and the jamming signals at the attacker. The
figure depicts the downlink sum-rate vs. M . It shows that (10)

and (13) are good approximations for the downlink rates in (7).
Note that the approximation-based sum-rate is slightly higher
than the exact values, as the inter-user interference does not
perfectly vanish at a finite M . In our subsequent results, we set
M to 1000.

We observe the effect of the maximum distance between
Alice and the attacker (Dmax,J) in Figs. 3(b) and 3(c). In
the case of a single-user PC attack, only one randomly
selected Bob is targeted by the attacker. This attack can
also be interpreted as an unintentional interference from a
user in an adjacent cell. It does not have a big impact on
the sum-rate. PC with uncertainty (PC-unc) and PC with
perfect information (PC-pi) were explained in Section IV-A,
and optimal PC-pi was studied in Section IV-B. Note that
optimal PC-pi gives an upper-bound on the sum-rate of a
massive MIMO system under an optimal PC attack. As the
attacker moves farther from Alice, the sum-rate increases in
all attack schemes. In Fig. 3(b), EVPI is around 20 Mbps.
This says that when the attacker knows the distribution of

Courtesy: Akgun,Krunz, Koyluoglu, 2019.
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CN (0, 1) and A = 3.0682× 10−5. The path-loss is modeled
using the COST-Hata Model with center frequency is 2 GHz
[29]. The average transmit powers at Alice, Bobk , and the
attacker are 46, 20, and 30 dBm, respectively. The durations
of the pilot and data transmission phases are set to be equal [4].
We consider a 20 MHz channel with noise floor of −101 dBm.
Bobs and the attacker are uniformly and randomly distributed
within a circular ring whose center is Alice and whose outer
radius is Dmax and Dmax,J, respectively. We set Dmax to
750 meters and Dmin to 10 meters. Our results are averaged
over 105 different network realizations. As the purpose of this
paper is to show the vulnerabilities of massive MIMO systems
to PC attacks, we omit ρ in the numerical results. Also note
that none of the previous works studied the PC attack detection
for a scenario where the attacker aims at multiple Bobs.

We set the number of users K = 10. In Fig. 3(a),
we consider uniform power allocation for both the information
signals at Alice and the jamming signals at the attacker. The
figure depicts the downlink sum-rate vs. M . It shows that (10)

and (13) are good approximations for the downlink rates in (7).
Note that the approximation-based sum-rate is slightly higher
than the exact values, as the inter-user interference does not
perfectly vanish at a finite M . In our subsequent results, we set
M to 1000.

We observe the effect of the maximum distance between
Alice and the attacker (Dmax,J) in Figs. 3(b) and 3(c). In
the case of a single-user PC attack, only one randomly
selected Bob is targeted by the attacker. This attack can
also be interpreted as an unintentional interference from a
user in an adjacent cell. It does not have a big impact on
the sum-rate. PC with uncertainty (PC-unc) and PC with
perfect information (PC-pi) were explained in Section IV-A,
and optimal PC-pi was studied in Section IV-B. Note that
optimal PC-pi gives an upper-bound on the sum-rate of a
massive MIMO system under an optimal PC attack. As the
attacker moves farther from Alice, the sum-rate increases in
all attack schemes. In Fig. 3(b), EVPI is around 20 Mbps.
This says that when the attacker knows the distribution of

Courtesy: Akgun,Krunz, Koyluoglu, 2019.
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3-Node System
Alice with Nr antennas, legitimate user BOB and active
eavesdropper/spoofer EVE have single antennas.
Training sequence st(n), 1 ≤ n ≤ T , for Bob.
In the absence of any active ED, Alice receives

y(n) =
√

PB hBst(n) + v(n) (1)

When Eve also transmits (pilot contamination/spoofing attack),
Alice receives

y(n) =
(√

PB hB +
√

PE hE

)
︸ ︷︷ ︸

h̃

st(n) + v(n)

Alice estimates h̃ as Bob-to-Alice channel, instead of
√

PB hB

How to detect Eve’s attack given st(n) and y(n)?
How to mitigate Eve’s attack?
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Attack Detection Approaches

“Two-Way” methods: Require two-way communication between Alice
and Bob.

4

User 2 
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Fig. 1. System model

CSI of each user, i.e. hk. In particular, the legitimate users
transmit

√
puNuψk to Alice, where pu is the uplink training

power, ψk is a 1×Nu binary orthonormal training sequence,
i.e. ψkψ

†
k = 1, ψkψ

†
` = 0 for k 6= `, and k and ` are in

K = {1, 2, . . . ,K}. Here, Nu (i.e., the length of orthonormal
training sequences) is usually larger than or equal to K.

Meanwhile, for the PCA, the eavesdroppers inject their
target users’ training sequences perfectly synchronized with
the uplink training sequences originated from the legitimate
users. Then, the received signal at Alice becomes

Y =
∑

k∈K

√
puβkNuhkψk +

∑

`∈E

√
pe`β

e
`Nuh

e
`ψ` + U, (1)

where E = {1, . . . ,Ke} is the index set of eavesdroppers, pe`
is the PCA power of the `-th eavesdropper, U is an M ×
Nu noise matrix in which each entry is independent zero-
mean circularly-symmetric complex Gaussian (CSCG) with
unit variance.

Since we assume multiple non-colluding eavesdroppers in
a cell, it is conceivable that multiple eavesdroppers may
perform the PCA to a target user. This is however of no
benefit to the non-colluding eavesdroppers since they are in a
competition to pull the user beam towards them, and thereby
the amount of information leaked to each eavesdropper de-
creases. Furthermore, if an eavesdropper performs the PCA on
multiple users simultaneously, it will receive a superposition of
multiple signals and its eavesdropping performance becomes
interference-limited as when a signal to a user is to be detected
or decoded, the other signals (to the other users) become
interfering signals.

Thus, throughout this paper, we consider the best case
scenario for eavesdroppers as follows:
• An eavesdropper does not attempt the PCA targeting

more than one user at a time, and
• A user is not targeted by more than one eavesdropper at

a time.
The assumptions guarantee that there are at most K eavesdrop-
pers in a cell, i.e. Ke ≤ K, and each of them has its unique

target. In this work, without loss of generality, we assume that
K = E , i.e. Ke = K and the k-th legitimate user is attacked
by the k-th eavesdropper. Hereafter, the k-th user and the k-th
eavesdropper are called Bob and Eve for short when there is
no risk of confusion.

Since Alice does not know the CSI for the legitimate users,
she has to estimate the CSI based on the received signal, Y.
Due to the orthonormality, yk = Yψ†k is a sufficient statistic
for estimating the CSI for Bob, i.e. hk, which is expressed as

yk =
√
ck(hk + wkh

e
k) + uk, for k ∈ K, (2)

where ck = puβkNu, uk = Uψ†k, and

wk =

√
pekβ

e
k

puβk
, for k ∈ K. (3)

In (3), wk ∈ [0,∞)2 represents the effective strength of the
PCA to Bob, and the case of wk = 0 implies passive eaves-
dropping. We employ a minimum mean-square-error (MSE),
or MMSE estimator to estimate hk [43], [44] which is

ĥk =

√
ck

1 + (1 + w2
k) ck

yk. (4)

Note that the estimator in (4) requires the knowledge of wk
that is, however, not available to Alice. Thus, when Alice is
not aware of the PCA, she has the estimate, ĥk in (4) with
wk = 0, which becomes

ĥk = yk
√
ck/(1 + ck).

2We exclude wk > 1 since an eavesdropper considered in this paper aims
to eavesdrop a secret key between Alice and a target without revealing its
presence. Nevertheless, the eavesdropper may increase its uplink training
power by wk > 1. In this case, the attack can be detected by the target
user immediately [26], and Alice and the target user can avoid such an attack
by establishing a new wireless channel to generate a secret key.

Courtesy: Im, Jeon, Choi, Ha, IEEE Trans. Wireless Commun., Dec. 2015.

Other schemes: Xiong, Liang, Li, Gong, IEEE Trans. Inform. Forensics &
Security, May 2015
Xiong, Liang, Li, Gong, Han, IEEE Trans. Inform. Forensics & Security,
May 2016
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“One-Way” methods: Rely on uplink training only. Need to introduce
asymmetry in training to distinguish between Bob and Eve.
Examples

Kapetanovic, Zheng & Rusek, June 2015: Bob performs random phase shifts.
Tugnait, Oct. 2015: Bob “self-contaminates” his training.
Zhang, Lin, Zhang, June 2018: Bob performs random frequency shifts.

From Tugnait, Oct. 2015 (WCL) & May 2018 (Trans. COM):
Allocate a fraction β of the training power PB at Bob to a scalar
random sequence sB(n)
Bob transmits (0 ≤ β < 1, n = 1, 2, · · · ,T )

s̃B(n) =
√

PB(1− β) st(n) +
√

PBβ sB(n) (2)

{sB(n)} is unknown to Alice (and to Eve). Can be Bob’s
information sequences.
Binary hypothesis testing problem:

H0 : y(n) = hB s̃B(n) + v(n)
H1 : y(n) = hB s̃B(n) +

√
PE hE st(n) + v(n). (3)
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Source Enumeration

Model the sequences {st(n)} and {sB(n)} as deterministic signals
H0: y(n) ∼ Nc

(
hB s̃B(n), σ2

v INr

)
H1: y(n) ∼ Nc

(
hB s̃B(n) +

√
PE hE st(n), σ2

v INr

)
Define correlation matrices (i = 0, 1)

Ry ,i = T−1
T∑

n=1
E
{

y(n)yH(n)
∣∣Hi

}
(4)

Rs,i = T−1
T∑

n=1
E
{

[y(n)− v(n)][y(n)− v(n)]H
∣∣Hi

}
(5)

Then
Ry ,i = Rs,i + σ2

v INr , i = 0, 1, (6)
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Thus w.p.1 rank(Rs,0) = 1 and rank(Rs,1) = 2 for Nr ≥ 2
Nr eigenvalues of Ry ,i are

(λ1,0 + σ2
v , σ

2
v , · · · , σ2

v ) for i = 0 (7)
(λ1,1 + σ2

v , λ2,1 + σ2
v , σ

2
v , · · · , σ2

v ) for i = 1. (8)

Binary hypothesis testing problem:

H0 : rank(Rs,0) = d = 1
H1 : rank(Rs,1) = d > 1 (9)

Can use the MDL criterion for estimation of the signal subspace
dimension d (i.e., rank d) provided that Nr > max(d) = 2
Or, use the random matrix theory (RMT) based method of
Kritchman and Nadler, IEEE TSP, Oct 2009. (Largest (noise)
eigenvalue of (1/T )

∑T
i=1 v(n)vH(n) is distributed with a

Tracy-Widom distribution of order 2 ...) RMT method can detect
weaker signal compared to MDL.
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Fig. 1. Attack model (4). (a) Probability of attack detection using
MDL or RMT estimators, as a function of Eve’s power PE relative to
noise power σ 2

v , when Bob’s power is fixed at PB/σ
2
v = 10dB. β = 0.4.

(b) Probability of attack detection using RMT estimator or energy-ratio
detector (ERD) of [10], as a function of Eve’s power PE relative to noise
power σ 2

v , when Bob’s power is fixed at PB/σ
2
v = 10dB. β = 0.4.

For the cases shown in Fig. 1a, the empirical P f a for the MDL
method was less than 0.0008 for (Nr , T ) = (40, 16), (4,64)
and (40,64), and it was 0.048 for (Nr , T ) = (4, 16), whereas
for the RMT method, the empirical probability of false alarm
was 0.049, 0.026, 0.002 and 0.002, for (Nr , T ) = (4, 16),
(4,64), (40,16) and (40,64), respectively. Fig. 1b compares
RMT-based detector with the energy-ratio detector (ERD)
of [10], the latter designed for Pf a = 0.05, which additionally
requires feedback from Alice to Bob. It is seen from Fig. 1b
that the RMT method significantly outperforms ERD. Also,
comparing Figs. 1a and 1b we see that the MDL detector
also outperforms ERD. For the cases shown in Fig. 1b,
the empirical P f a for the RMT method was exactly as for
Fig. 1a, whereas for ERD, it was 0.050, 0.044, 0.048 and
0.058, for (Nr , T ) = (4, 16), (4,64), (40,16) and (40,64),
respectively.

Given the channel hB and its rotated version e jθhB for
some θ , the solution to secure beamforming via (73) or (76),
and the solution to MF or blind beamforming via (70), none
depends upon the phase rotation θ . Similar comments apply
to hE and its rotated version e jθhE when secure beamforming
is considered. Therefore, we will use a phase-insensitive

Fig. 2. Attack model (4). Phase-insensitive channel MSEs as a function
of Eve’s power PE relative to noise power σ 2

v , when Bob’s power is
fixed at PB/σ

2
v = 10dB. β = 0.4. (a) MSE (77) for Bob’s channel.

The method of Sec. III-B was used for curves labeled “blind” and
indicated via dashed curves. For solid curves, we use the method of
Sec. III-C if the RMT detector indicates the presence of Eve’s attack,
otherwise use the method of Sec. III-A. (b) MSE (78) for Eve’s channel.
We use the method of Sec. III-C if the RMT detector indicates the presence
of Eve’s attack, else Eve’s channel is not estimated.

mean-square error (MSE) measure to evaluate channel esti-
mation errors in estimating hB and hE . Such a measure has
been used in [35] in a different context. Note also that (70)
and (76) do not depend upon the norms of hB and hE . If ĥB

is an estimate of hB , both normalized to unit norm, phase-
insensitive MSE in estimation of hB is given by [35]

CMSEB = min
θ∈[0,2π] ‖hB − e jθ ĥB‖2 = 2− 2|hH

B ĥB |. (77)

Similarly, if ĥE is an estimate of hE , both normalized to unit
norm, phase-insensitive MSE in estimation of hE is given by

CMSEE = min
θ∈[0,2π] ‖hE − e jθ ĥE‖2 = 2− 2|hH

E ĥE |. (78)

Figs. 2a and 2b show phase-insensitive MSE in Bob’s
and Eve’s channel estimation, respectively. Bob’s channel
can be estimated two different ways: blind estimation as
discussed in Sec. III-B (labeled “blind” and indicated via
dashed curves in Fig. 2a), or estimation as in Sec. III-C only
if the RMT method indicates the presence of Eve’s attack,
otherwise use the method of Sec. III-A (shown via solid curves
in Fig. 2a). Since the blind approach is applied after projection

Eve does not self-contaminate. Courtesy: Tugnait, TCOM, May 2018.
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Source Enumeration: Eve also self-contaminates
Suppose Eve also self-contaminates, i.e., transmits

s̃E (n) =
√

PE (1− β2) st(n) +
√

PEβ2 sE (n) .

Binary hypothesis testing problem:

H0 : y(n) = hB s̃B(n) + v(n)
H1 : y(n) = hB s̃B(n) + hE s̃E (n) + v(n).

We still have
H0 : rank(Rs,0) = d = 1
H1 : rank(Rs,1) = d > 1

Source enumeration methods (MDL or RMT) apply for attack
detection in this case too.
These approaches apply when there are multiple legitimate users
(Bobs) in the system, assuming Alice knows number of active Bobs.
One can also determine which pilots are under attack provided Eve
does not self-contaminate (Tugnait, WCL, Aug. 2017).
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Fig. 5. Probability of attack detection using RMT rank estimator, as a
function of Eve’s power PE relative to noise power σ 2

v , when Bob’s power
is fixed at PB/σ

2
v = 10dB. (a) Attack model (5), β = β2 = 0.4, (b) Attack

model (4), β = 0.4, β2 = 0.

spoofing attack, but instead of trying to detect it, simply
uses blind estimation of Bob’s channel (Sec. III-B), and then
designs MF beamformer (70). These results are labeled “blind”
in Figs. 3a-3b. For this case, it is seen from Figs. 3a-3b that
the secrecy rates are invariant to Eve’s spoofing power PE ,
resulting in secure transmission to Bob. The curves labeled
“secure” refer to beamforming based on (73) when Eve is
detected and on (70) when Eve is not detected, and we use
the methods of Sec. III-A or Sec. III-C for channel estimation,
depending upon if the attack is not detected or detected.
In our simulations, we did not find any discernible difference
between secure beamformers based on (73) or (76). As seen
in Figs. 3a-3b, when Eve increases her transmit power PE , she
reveals more of herself (i.e., leads to better channel estimation
performance at Alice, see Fig. 2b), resulting in better secrecy
rate for Bob with increasing PE . We achieve better nulling by
the beamformer of Alice along Eve’s direction.

Multiple Eves: We also considered the case of 3 Eves
under attack model (4) where (2) is modified as y(n) =(√

PB hB +∑3
i=1

√
PEi hEi

)
st (n)+v(n), and hEi s are mutu-

ally independent. We take PEi = PE/3 ∀i . This model
is tantamount to having one virtual Eve with

√
PE hE =∑3

i=1

√
PEi hEi . Our spoofing detection results are shown

Fig. 6. Attack model (5). Phase-insensitive channel MSEs as a function of
Eve’s power PE relative to noise power σ 2

v , when Bob’s power is fixed at
PB/σ

2
v = 10dB. The method of Sec. IV was used. β = β2 = 0.4. (a) MSE

(77) for Bob’s channel, (b) MSE (78) for Eve’s channel.

in Fig. 4a, and they are similar to the single Eve results of
Fig. 1a. After obtaining the channel estimates ĥB and ĥE (we
can not get ĥEi s), we design secure beamformers as for the
results in Fig. 3a (T = 64), and evaluate secrecy rates of
Bob (shown in Fig. 4b) w.r.t. one of the Eves (in downlink
each Eve receives its own Alice-to-Bob signal). Since now
Alice does not know a single Eve’s channel with any accuracy,
the secrecy rate does not improve with increasing PE (compare
with Fig. 3a), but it does not deteriorate either when using
blind or secure beamformers.

B. Attack Model (5)

Here we consider the case where Eve also transmits a
random sequence, in addition to the pilot. Alice follows the
algorithm detailed in Sec. IV-A. We use β = β2 = 0.4,
i.e., Eve behaves just like Bob. Fig. 5 shows our spoofing
detection results using the RMT-based detector.. The label
“pre-proj” means that the detector operates on original y(n),
and label “aft-proj” means that the detector operates on pro-
jected ỹ(n), given by (22) or (51). Fig. 5a shows the results for
data generated under attack model (5) whereas Fig. 5b shows
the results for data generated under attack model (4). Our
detection approach (step (ii) in Sec. IV-A) clearly distinguishes

Eve self-contaminates. Courtesy: Tugnait, TCOM, May 2018.
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Fig. 5. Probability of attack detection using RMT rank estimator, as a
function of Eve’s power PE relative to noise power σ 2

v , when Bob’s power
is fixed at PB/σ

2
v = 10dB. (a) Attack model (5), β = β2 = 0.4, (b) Attack

model (4), β = 0.4, β2 = 0.

spoofing attack, but instead of trying to detect it, simply
uses blind estimation of Bob’s channel (Sec. III-B), and then
designs MF beamformer (70). These results are labeled “blind”
in Figs. 3a-3b. For this case, it is seen from Figs. 3a-3b that
the secrecy rates are invariant to Eve’s spoofing power PE ,
resulting in secure transmission to Bob. The curves labeled
“secure” refer to beamforming based on (73) when Eve is
detected and on (70) when Eve is not detected, and we use
the methods of Sec. III-A or Sec. III-C for channel estimation,
depending upon if the attack is not detected or detected.
In our simulations, we did not find any discernible difference
between secure beamformers based on (73) or (76). As seen
in Figs. 3a-3b, when Eve increases her transmit power PE , she
reveals more of herself (i.e., leads to better channel estimation
performance at Alice, see Fig. 2b), resulting in better secrecy
rate for Bob with increasing PE . We achieve better nulling by
the beamformer of Alice along Eve’s direction.

Multiple Eves: We also considered the case of 3 Eves
under attack model (4) where (2) is modified as y(n) =(√

PB hB +∑3
i=1

√
PEi hEi

)
st (n)+v(n), and hEi s are mutu-

ally independent. We take PEi = PE/3 ∀i . This model
is tantamount to having one virtual Eve with

√
PE hE =∑3

i=1

√
PEi hEi . Our spoofing detection results are shown

Fig. 6. Attack model (5). Phase-insensitive channel MSEs as a function of
Eve’s power PE relative to noise power σ 2

v , when Bob’s power is fixed at
PB/σ

2
v = 10dB. The method of Sec. IV was used. β = β2 = 0.4. (a) MSE

(77) for Bob’s channel, (b) MSE (78) for Eve’s channel.

in Fig. 4a, and they are similar to the single Eve results of
Fig. 1a. After obtaining the channel estimates ĥB and ĥE (we
can not get ĥEi s), we design secure beamformers as for the
results in Fig. 3a (T = 64), and evaluate secrecy rates of
Bob (shown in Fig. 4b) w.r.t. one of the Eves (in downlink
each Eve receives its own Alice-to-Bob signal). Since now
Alice does not know a single Eve’s channel with any accuracy,
the secrecy rate does not improve with increasing PE (compare
with Fig. 3a), but it does not deteriorate either when using
blind or secure beamformers.

B. Attack Model (5)

Here we consider the case where Eve also transmits a
random sequence, in addition to the pilot. Alice follows the
algorithm detailed in Sec. IV-A. We use β = β2 = 0.4,
i.e., Eve behaves just like Bob. Fig. 5 shows our spoofing
detection results using the RMT-based detector.. The label
“pre-proj” means that the detector operates on original y(n),
and label “aft-proj” means that the detector operates on pro-
jected ỹ(n), given by (22) or (51). Fig. 5a shows the results for
data generated under attack model (5) whereas Fig. 5b shows
the results for data generated under attack model (4). Our
detection approach (step (ii) in Sec. IV-A) clearly distinguishes

Eve self-contaminates. Courtesy: Tugnait, TCOM, May 2018.
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Mitigation: Beamforming

Still with 3-node system. Suppose we can estimate hB and hE .
{sA(n)} is information sequence of Alice intended for Bob, and
w ∈ CNr is unit norm beamforming vector of Alice.
Using channel reciprocity, received signals at Bob and Eve are

yB(n) =
√

PAh>B w sA(n) + vB(n)

yAE (n) =
√

PAh>E w sA(n) + vE (n).

For MF reception at Bob, Alice should pick w as h∗B/‖hB‖ if hB is
known, but instead uses the estimated channel for

w∗ = ĥ∗B/‖ĥB‖. (10)

This ignores Eve!
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Mitigation: Eve Detected

The SNRs at Bob and Eve are SNRB = PA|h>B w∗|2/σ2
B ,

SNRE = PA|h>E w∗|2/σ2
E .

The achievable rates at Bob and Eve are RB = log2 (1 + SNRB) and
RE = log2 (1 + SNRE ) and the secrecy rate at Bob is

RB,sec = max (RB − RE , 0) . (11)

By Khisti & Wornell (Trans. Inform. Theory, 7/10), the optimal
beamformer w∗ to maximize RB,sec , is the generalized eigenvector
with the largest generalized eigenvalue of the matrix pair(

INr + PAh∗Bh>B /σ2
B , INr + PAh∗E h>E /σ2

E
)
.
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High SNRs

Under high SNR, Khisti-Wornell solution approaches the solution
that satisfies h>E w = 0. If h>E w = 0, then RE = 0 and maximizing
RB,sec is equivalent to maximization of rate RB , hence of |h>B w |.
The solution is

w∗ =
(
INr − h∗E h>E /‖hE‖2)h∗B

‖
(
INr − h∗E h>E /‖hE‖2

)
h∗B‖

.

Given estimates ĥB and ĥE of hB and hE , choose

w∗ =

(
INr − ĥ∗E ĥ>E /‖ĥE‖2

)
ĥ∗B

‖
(

INr − ĥ∗E ĥ>E /‖ĥE‖2
)

ĥ∗B‖
.
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Channel Estimation: Eve does not self-contaminate

First remove training contribution from data (either by estimating
the composite channel as seen by training, or by projection
orthogonal to training). Here self-contamination by Bob is seen as
noise.
Estimate Bob’s channel blindly (up to a complex constant) via EVD.
Iteratively improve: using estimated channel decode random
self-contamination, use it as pseudo-training along with training,
re-estimate Bob’s channel, ...
Remove Bob’s contribution. Estimate Eve’s channel using its
training sequence; this part is omitted if Eve is not detected.
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Channel Estimation: Eve self-contaminates
Now Eve behaves just as Bob.

First remove training contribution from data (either by estimating
the composite channel as seen by training, or by projection
orthogonal to training). Here self-contamination by Bob and Eve is
seen as noise.
Use an independent component analysis (ICA) method for unmixing
instantaneous linear mixtures of independent non-Gaussian signals,
to blindly estimate Bob’s and Eve’s channels.
Need some side information to distinguish between Eve and Bob.
Whitening via EVD followed by RobustICA method of Zarzoso &
Comon (2010) is a good choice for blind channel estimation.
V. Zarzoso and P. Comon, “Robust independent component analysis by iterative
maximization of the kurtosis contrast with algebraic optimal step size,” IEEE
Trans. Neural Netw., Feb. 2010.

For MF (MRT) beamforming (or its constrained version), it is
sufficient to estimate the channels up to a complex constant.
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Fig. 3. Attack model (4). Secrecy rate (bps/Hz) at Bob using the beamformers
based on (70) or (73), as a function of Eve’s power PE . All parameters as
for Fig. 1a. The label “secure” refers to beamforming based on (73) when
Eve is detected, and on (70) when Eve is not detected; “unsecure MF” means
one uses (70) with Eve ignored in channel estimation, i.e., Bob’s channel
is estimated using the method of Sec. III-A; “blind” means one uses (70)
with Bob’s channel estimated using the method of Sec. III-B. PA = 1,
σ 2

B = σ 2
E = 0.1. (a) T = 16, (b) T = 64.

of data orthogonal to training, independent of the result of
the attack detector, and since the projected data is devoid of
Eve’s signal, the MSE in Bob’s blind channel estimation is
invariant to Eve’s power. This fact is reflected in Fig. 2a.
On the other hand, when Bob’s channel is estimated based
on the result of the attack detector (methods of Sec. III-A
or Sec. III-C), the channel estimation performance depends
upon Eve’s power. If the RMT method indicates absence of
the attack, we use the method of Sec. III-A, where Eve’s
signal at Alice is not modeled, and therefore, it contributes to
increased noise, resulting in increasing MSE with increasing
Eve’s power. However, as soon as the attack is detected,
we switch to the method of Sec. III-C, where Eve’s signal
at Alice is explicitly modeled, resulting in improved channel
MSE in Fig. 2a with increasing PE . As T increases, we have
improved attack detection (see Fig. 1a), which results in lower
channel MSE in Fig. 2a with increasing T .

Eve’s channel is estimated only if the RMT detector
indicates the presence of a spoofing attack. The phase-
insensitive MSE CMSEE in Eve’s channel estimation is shown

Fig. 4. Multiple Eves in attack model (4). (a) Probability of attack detection
using RMT estimators, as a function of three Eves’ total power PE relative
to noise power σ 2

v , when Bob’s power is fixed at PB/σ
2
v = 10dB. β = 0.4.

(b) Secrecy rate (bps/Hz) at Bob using the beamformers based on (70) or (73),
as a function of three Eves’ total power PE . The labels are as in Fig. 3a.

in Fig. 2b. At first, it decreases with increasing PE , before
leveling off, or increasing a little. Since, in Sec. III-C, hE is
estimated after canceling the contribution of Bob’s signal
from y(n), Bob’s channel needs to be estimated with accurate
phase rotation and magnitude, to yield “effective” cancellation.
It turns out that, at higher values of PE , such errors increase,
which, in turn, cause leveling off or increase in CMSEE

shown in Fig. 2b. This discrepancy, however, lessens with
increasing Nr .

Based on the channel estimates, Alice designs secure beam-
formers for downlink transmission to Bob, as discussed in
Sec. V . Bob’s secrecy rate results are shown in Figs. 3a-3b
for T = 16 and T = 64, respectively. For comparison, we also
show the results for the case where Alice is ignorant of Eve’s
attack, and estimates Bob’s channel as described in Sec. III-A,
and then designs MF beamformer (70). These results are
labeled “unsecure MF” in Figs. 3a-3b. It is seen that as Eve’s
spoofing power PE increases, the secrecy rates decrease to
zero for all values of T and Nr , since the estimated Bob’s
channel at Alice is now dominated by Eve’s channel. There
is significant information leakage to Eve. Now consider the
case where Alice is aware that there could be Eve’s pilot

Eve does not self-contaminate. Courtesy: Tugnait, TCOM, May 2018.
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Fig. 7. Attack model (5). Secrecy rate (bps/Hz) at Bob using the beamformers
based on (70) or (73), as a function of Eve’s power PE . PA = 1,
σ 2

B = σ 2
E = 0.1 (a) T = 16, (b) T = 64.

between models (4) and (5). Note that Alice has no prior
knowledge as to which attack model is true.

Figs. 6 and 7 show the channel estimation and secrecy rate
results, respectively, for data generated under attack model (5),
and they correspond to Figs. 2 and 3, respectively, for attack
model (4). Under attack model (5), even if Eve’s presence
is correctly detected at low PE/σ

2
v values, since the channel

estimation performance depends upon the relative strength of
Bob’s and Eve’s random signals, and on T (in general, higher-
order statistics-based approaches need larger data samples),
there are larger errors in Eve’s channel estimation at lower
values of Eve’s power PE/σ

2
v at Alice. Compare Figs. 2b and

6b for PE/σ
2
v values between −7.5dB to 5dB for T = 16,

to notice this phenomenon. Poor estimation of Eve’s channel
seen in Fig. 6b is reflected in Fig. 7a, in decrease in Bob’s
secrecy rate for these values of PE/σ

2
v and T = 16, since

poorer Eve’s channel estimates lead to poorer nulling by the
beamformer of Alice along Eve’s direction.

VII. CONCLUSION

A novel approach to detection of pilot spoofing attack in a
three-node TDD system was recently presented in [12] where
attack mitigation was not addressed. In this paper we augment
the approach of [12] with estimation of the channels of Bob

and Eve, followed by secure beamforming, to mitigate the
effects of pilot spoofing. Two spoofing attack models were
considered: (i) the spoofer Eve transmits only the pilot signal,
(ii) Eve also adds a random sequence to its pilot, mimicking
Bob. We also employed a random matrix theory (RMT) based
source enumeration approach, instead of the MDL method
used in [12], for spoofing detection. The proposed approaches
were illustrated by numerical examples.

The proposed approach is confined to a single Bob and
single Eve. It is desirable to extend the results to the case
of multiple Bobs and multiple Eves. The problem of pilot
spoofing detection (but not of countermeasures) for multiple
Bobs and Eves has been considered in [21], where each Bob
uses an independent self-contamination signal, in addition to
its assigned orthogonal pilot sequence. Although these self-
contamination signals act as interference to other Bobs, it is
shown in [21] that by using iterative methods for multi-user
channel estimation (first estimate the channels based solely on
orthogonal training sequences with self-contamination signals
acting as noise/interference, then use a linear MMSE equalizer
based on the estimated channels to estimate and quantize
the self-contamination signals, and repeat with training plus
quantized self-contamination signal acting as pseudo-training
for each individual Bob), one can obtain successful CSI
estimates at Alice for those Bobs that are not spoofed. In [21]
an approach is presented for detection of pilot spoofing,
identification of which pilot has been spoofed, and then
estimation of the channels of unspoofed Bobs via an iterative
approach. However, [21] does not address the issue of estima-
tion of a particular Bob’s channel when that Bob is under a
pilot spoofing attack. This is an open problem.
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Fig. 1. Model of considered multi-cell massive MIMO system.

Notation: Vectors are denoted by lower-case bold-face let-
ters; matrices are denoted by upper-case bold-face letters.
Superscripts (·)T , (·)∗, and (·)H stand for the matrix transpose,
conjugate, and conjugate-transpose operations, respectively.
We use tr(A) and A−1 to denote the trace and the inverse
of matrix A, respectively. diag {b} denotes a diagonal matrix
with the elements of vector b on its main diagonal. Diag {B}
denotes a diagonal matrix containing the diagonal elements of
matrix B on the main diagonal. The M × M identity matrix
is denoted by IM , and the M × N all-zero matrix and the
N ×1 all-zero vector are denoted by 0. The fields of complex
and real numbers are denoted by C and R, respectively. E [·]
denotes statistical expectation. [A]mn denotes the element in
the mth row and nth column of matrix A. [a]m denotes the
mth entry of vector a. ⊗ denotes the Kronecker product.
x ∼ CN (0,RN) denotes a circularly symmetric complex
vector x ∈ CN×1 with zero mean and covariance matrix RN .
var(a) denotes the variance of random variable a. [x]+ stands
for max {0, x}. a � b means that a is much larger than b.
f ∈ o(x) means that f/x → 0.

II. UPLINK TRANSMISSION

Throughout the paper, we adopt the following transmission
protocol. We assume the uplink transmission phase, compris-
ing uplink training and uplink data transmission, is followed
by a downlink data transmission phase.

We assume the main objective of the eavesdropper is to
eavesdrop the downlink data. Nevertheless, the eavesdrop-
per also attacks the uplink transmission phase to impair
the channel estimation at the BS. The resulting mismatched
channel estimation will increase the information leakage in the
subsequent downlink transmission. In the downlink transmis-
sion phase, the eavesdropper does not attack but focuses on
eavesdropping the data.

We study a multi-cell multi-user MIMO system with L+ 1
cells, cf. Figure 1. We assume an Nt-antenna BS and K
single-antenna users are present in each cell. The cells are
index by l = (0, . . . , L), where cell l = 0 is the cell of
interest. We assume an Ne-antenna active eavesdropper4 is
located in the cell of interest and attempts to eavesdrop the
data intended for all users in the cell. The eavesdropper sends
pilot signals and artificial noise to interfere channel estimation
and uplink data transmission,5 respectively. Let T and τ denote
the coherence time of the channel and the length of the pilot
signal, respectively. Then, for uplink transmission, the received

4An Ne-antenna eavesdropper is equivalent to Ne cooperating single-
antenna eavesdroppers.

5We note that if the eavesdropper only attacks the channel estimation phase
and remains silent during the uplink data transmission, then the impact of
this attack can be easily eliminated with the joint channel estimation and
data detection scheme in [15]. Therefore, a smart eavesdropper will attack
the entire uplink transmission.

Courtesy: Wu, Wen, Jin, Schober, Caire, TCOM, July 2019.
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Multiuser MaMIMO Systems

Example: Y. Wu, C-K. Wen, S. Jin, R. Schober, G. Caire, “Data-aided secure massive
MIMO transmission under the pilot contamination attack,” IEEE Trans. Commum.,
July 2019.

They assume that there is a strong power disparity between eavesdroppers,
legitimate reference cell users and neighboring cell users. Use training and data.
Use EVD of training & data to estimate channels as eigenvectors. Need BS
antennas and data sample length →∞ for theory.
Simulation results reported for 4-cell system, 5 users per cell, one in-cell Eve,
training length 64 symbols, data length 1024-64 sysmbols.

Can also adapt the method reported in Tugnait(2018) provided some side information
is available to distinguish between Eves’ and Bobs’ channels after they have been
estimated. Otherwise, no restriction on power disparities. Uses training and data, and
EVD and kurtosis contrast maximization.
J.K. Tugnait, “On detection and mitigation of reused pilots in massive MIMO
systems,” IEEE Trans. Commun., Feb. 2018.
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Simulation results for a 7-cell system, 5 users per cell, one Eve, training length 8
symbols, data length 144-8 or 192-8 symbols, 8 orthogonal pilots. Average SNR for
each ref. cell user: 10±3 dB, 5 users in other cells with reused pilots and SNR
(Pr/σ2

v )± 3dB (one of them viewed as Eve), 15 others users with reused pilots and
SNR (Pr/σ2

v )− 9± 3dB; 2 users in other cells with orthogonal pilots and SNR
(Pr/σ2

v )± 3dB (one of them viewed as Eve), 8 others users with with orthogonal
pilots and SNR (Pr/σ2

v )− 9± 3dB.
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Follows from the approach of Tugnait, TCOM, Feb. 2018.
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Summary

Discussed origin of the problem: applies to TDD systems where
channel is estimated via reverse training. Motivated by massive
MIMO.
Pilot contamination/ spoofing attacks can severely degrade
achievable rates and secrecy rates for legitimate users.
Focused on “one-way” attack detection and mitigation methods,
relying on uplink transmission only; physical layer security
approaches.
Several “effective” approaches for 3-node systems: Bob, Alice, Eve.
Not so for multi-cell multi-user systems.
Need to consider “two-way” (ping-pong) methods for successive
interrogation, acknowledgment and authentication ?
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Thank you!
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